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Abstract—Signature-based Intrusion Detection Systems (ID-
Ses) such as Snort, BRO or Suricata depend on specific patterns
and byte sequences in network traffic to detect intrusions; hence,
they cannot prevent intrusions for unknown zero-day attacks.
Various anomaly-based IDSes that have been proposed based on
machine learning (ML) techniques incur high false positives. To
overcome this, we explore different types of data processing, i.e.
data balancing, feature correlation, normalization, and feature
reduction, and whether they are necessary for datasets with
different feature dimensions: Coburg Intrusion Detection Data
Sets (CIDDS) with five features and Knowledge Discovery and
Data Mining (KDD) with 41 features. Further, we perform
model selection by comparing the performance of various linear
and non-linear classifiers. Generally, our results show that non-
linear classifiers outperformed linear ones and that using data
balancing and normalization improves the overall accuracy for
most classifiers.

Index Terms—Data processing, model selection, data balanc-
ing, feature correlation, normalization, feature reduction, linear
and non-linear classifier

I. INTRODUCTION

Due to the proliferation of IT infrastructure in diverse
sectors that include banking, health care, academics, and
industrial networks, organizational groups can communicate
through the internet or their secured network. To ensure
secured operations, a robust Network Intrusion Detection Sys-
tem (NIDS) is desirable. Though there have been significant
developments in NIDS techniques, most firms still rely on
conventional signature-based intrusion detection systems such
as Snort [1], BRO or Suricata instead of anomaly detection
methods. Network security professionals are apprehensive to
adopt machine-learning-based anomaly-based IDSes due to the
high costs of mis-classification caused by the diverse nature
of network traffic. Moreover, existence of a semantic gap in
machine-learning-based anomaly intrusion detectors, such as
transferring results from anomaly-based detectors to actionable
reports for the network operator, makes these techniques
less viable [2]. To reduce false positives and negatives in
the machine learning (ML) techniques, the authors in [2]
recommend to define the threat model, narrow the scope
of the detection, and to make use of simplistic techniques
that thoroughly explain the behavior of some unique attacks.
It has also been observed that training an ML technique
with a different dataset and using a real operational system
for testing, may result in profusely degraded performance.
Moreover, in a normal training dataset, the distribution of
normal and intrusion traffic is non-uniform which may affect
the classifiers’ accuracy [3]. Additionally, there exist a high
number features in network traffic, and these need to be pruned

to make the classifier fast and accurate. Handling these features
is an important practical challenge. Feature filtering, data
balancing, and other transformations such as normalization
or standardization can improve intrusion detection accuracy.
Hence, our current work considers ML techniques for network
intrusion detection and the impact of incorporating various
data pre-processing methods before applying the classifiers for
intrusion detection.

The major contributions of this paper are: a) Evaluate var-
ious data processing methods such as data balancing, feature
correlation, normalization, and feature reduction for NIDS
datasets. b) Compare various linear and non-linear classifiers
with data processing for NIDS datasets. c) Analyse the cause
of classifier’s performance variation and explain using NIDS
datasets characteristic.

The paper proceeds as follows. Section II provides a brief
introduction on different types of intrusion detection systems
and, if built using ML techniques, the performance metric
used. In Section III, we discuss the four types of data
processing techniques we adopt to improve the accuracy of
the classifiers. In Section IV, we discuss various linear and
non-linear classifiers with their pros and cons. Finally, in
Section VI, we evaluate the performance of the ML techniques
with the four types of data transformation, and we conclude
the paper in Section VII.

II. BACKGROUND

Intrusion detection systems are primarily classified into
two types, Network-based IDS and Host-based IDS (HIDS).
Based on their functionality, they are classified into three
categories: signature-based, anomaly-based, and hybrid [4].
A HIDS monitors traffic and suspicious activity on a local
computer and alerts network admins and Security Information
and Event Management Systems (SIEMS). A NIDS monitors
network-based traffic and activity. Usually they are deployed
just inside the external firewall. Signature-based detection
looks for patterns of malicious behavior using records of
predefined attack signatures and rules. Anomaly-based detec-
tion identifies deviations from normal network behavior using
statistical measures [1]. Hybrid based methods use both pattern
matching and statistical measures for detection purpose [4].

Machine learning is relevant when we are considering
anomaly-based or hybrid-based IDS. The studies in this paper
explore supervised learning techniques such as linear, ensem-
ble, and neural network based classifiers. The classification
techniques implemented in this work are evaluated based on
predictive accuracy. A classifier’s accuracy is computed using
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metrics such as Recall, Precision, and F1-score. Recall is
the percentage of data rows that belong to an attack type,
say A, that are correctly classified as belonging to type A.
Precision is the percentage of those instances that truly belong
to type A, among all those classified as type A. High precision
relates to a low false positive rate. High recall relates to a
low false negative rate. False negatives are costly since an
undetected attack may escalate more privileges and result
in large-scale network breach. False positives cost time and
money for security professionals to investigate, and they can
erode an organization’s trust in the system’s results. Hence, a
weighted combination of recall and precision, called F1-score,
is a preferable metric to provide a more balanced evaluation.

III. DATA PROCESSING

A. Data Balancing

Balanced data is generally good for classification [5],
however imbalanced datasets are common from an actual
production environment and can degrade a classifier’s per-
formance [6]. In a given network traffic, the intrusion traffic
density will be dependent on the type of attack. For example,
a Denial of Service (DoS) based TCP SYN Flood attack
will have more SYN traffic compared to normal traffic in
a given time range. But generally, the normal traffic would
be more than intrusion traffic. Based on the imbalanced
distribution of the dataset, the classifier may have the tendency
to always predict the majority class and ignore the under-
represented class. The impact of imbalanced data on classifiers
has been discussed in [7]. There exist different techniques for
addressing the issue of class imbalance, including re-sampling
the dataset to offset this imbalance. Based on the distribution
of the dataset, under-sampling the majority class(es), oversam-
pling the minority class(es), or combining under-sampling and
oversampling, can be used.

B. Feature Correlation

A common hypothesis in the machine learning area is that
the features are independent. Thus, when datasets have too
many correlated features, the classifier performance may vary,
and it will not be improved by adding more correlated features
(though this depends on the specifics of the problem like the
number of variables and the degree of correlation). Generally,
this can be viewed as a case of Occam’s razor [8], and a simple
model with the minimum features is preferable.

The Pearson correlation [9] is widely used to indicate
whether two features are linearly correlated, and the Shapiro-
Wilk algorithm [10] is useful to assess the normality of the
distribution of instances with respect to the feature. These
two methods can be utilized before the classifier model se-
lection. Recursive Feature Elimination with Cross-Validation
(RFECV) [11] is generally used to remove the unuseful or
redundant features for specific classifiers.

C. Effect of Normalization

Feature normalization or scaling matters in ML techniques
such as Principal Component Analysis (PCA), Support Vector
Machines (SVMs), Multi-Layer Perceptrons (MLPs), etc. Very
few techniques, such as Decision Trees, are scale-invariant.
Before performing normalization, it is also essential to do
some form of log transformation for the features with high
variance. Hence, we evaluate both log transformation as well

as scaling. We deploy Min-Max scaling that scales the numer-
ical features using Eq. 1, where F is the list of continuous
features.

f norm =
f − f min

f max − f min
∀f  F∈ (1)

Min-Max scaling is only performed on continuous variables.
For discrete variables such as source and destination ports,
label encoders are used to encode the categorical features into
integers. Additionally, we evaluate other types of normaliza-
tion such as Z-score normalization, also called as standardisa-
tion, that scales the features to a standard normal distribution
with µ = 0and σ = 1.

D. Feature Reduction

There are two well-known feature dimensionality reduction
techniques, Latent Dirichlet Allocation (LDA) and PCA. LDA
uses class information to find new features, but since the
original datasets have an imbalanced class distribution, we
consider PCA for dimension reduction. PCA is a feature
dimension reduction technique that transforms data records
from higher dimension to a set of successive orthogonal
components that accounts for majority of the variance in the
original data set. The original data need to be scaled before
employing PCA, because scaling affects the covariance, and
PCA computes the covariance in one of its steps. PCA has
been considered for feature selection and noise removal for
network anomaly detection [12], [13].

IV. CLASSIFIERS FOR IDS

A. Linear Classifiers

1) Support Vector Classifier (SVC): The Support Vector
classifier is a supervised learning technique that is effective
for high dimensional feature space, even for cases with higher
feature size than sample size. The classifier performance
depends on the type of decision function, or support vectors,
defined using the kernel type such as linear or radial basis
function. SVCs or their enhanced forms have been predomi-
nantly proposed in intrusion detection solutions [14], [15].

2) Stochastic Gradient Descent (SGD) Classifier: SGD
uses stochastic gradient descent for learning linear models
such as linear SVM, logistic regression and multiple linear
regression. SGD is an incremental anytime algorithm, so it
can be applied to large-scale and sparse machine learning
problems. The major disadvantage of this method is that it
is computationally expensive. Additionally, it is sensitive to
feature scaling. Many works on NIDS make use of these
techniques, such as [16], [17] for intrusions and zero-day
attacks, respectively.

3) Logistic Regression (LR) Classifier: Logistic regression
is a probability-based classification algorithm which mini-
mizes the error cost using the logistic sigmoid function. It
is widely used in the industry because it is very efficient and
highly interpretable [18].

B. Non-Linear Classifiers

1) Naive Bayes (NB) Classifier: Naive Bayes Classifier is a
supervised learning technique making use of Bayes Theorem,
with the assumption of independent features, given the class.
There are different forms of the feature likelihood distribution,
like Gaussian, Bernoulli etc. The method is computationally
efficient, but the selection of feature likelihood may alter



result. It is widely used in the area of spam filtering, text
classification, and also proposed for NIDS [19].

2) Decision Tree (DT) Classifier: Unlike other classifiers,
decision tree functions requires least data transformation such
as normalization. It internally creates a model that predicts the
target class by learning simple decision rules inferred from
the features. To avoid the issue of over-fitting (i.e. learning
complex tree that lack generalization), pruning techniques are
adopted such as reducing the tree max-depth. The classifier
creates biased trees if some classes are dominated. So the
performance may be degraded if we have unbalanced data
(i.e. different class records are non-uniformly distributed).
Due to its simple inferred rule-based modeling and non-
parametric learning approach, it has been proposed in [20]–
[22]. It performs statistical analysis on specific communication
protocols [21], [22] for inferring anomalous behavior.

3) AdaBoost (AB) Classifier: AdaBoost classifier is an it-
erative ensemble supervised learning technique, that considers
the predictions of several weak classifiers on a repeatedly
modified versions of data and combine them based on a
weighted majority vote. It works by putting more weight on
difficult to classify instances and less on those already handled
well. This boosting based classifier is used in network security
areas and especially for intrusion detection [23], [24].

4) Random Forest (RF) Classifier : Random Forest clas-
sifier is an ensemble based classifier in which a diverse
collection of classifiers (decision trees) are constructed by
incorporating randomness in tree construction. The use of
randomness is to decrease the variance i.e. the high variance
and overfit issues in DT. While comparing with SVMs, RF
is fast and works well with a mixture of numerical and
categorical features. Due to its variance reduction feature it
is also used in security domain [25], [26].

5) Neural Network (NN) Classifier: Neural Network works
well for highly complex non-linear models. In the intrusion
detection classification problem, we make use of multi-layer
perceptron as the supervised learning algorithm. It basically
learns a non-linear function approximator whose inputs are the
features for a record and outputs the class. Unlike a simple
logistic regressor, it can have multiple hidden layers. The
major issue with neural network models is there are huge set
of hyper tuning parameter such as number of hidden neurons,
layers and iterations, dropouts, etc that can alter the validation
accuracy. Moreover, it is quite sensitive to feature scaling.
Following Occam’s razor, most of the security professional
would prevent use of neural network for intrusion detection
unless the machine learning techniques fails.

V. DATASET

A. KDD

The Knowledge Discovery in Databases (KDD) cup was an
International Knowledge Discovery and Data Mining Tools
competition that was held in 1999, with the purpose of
collecting network traffic records to build a network intru-
sion detector, that can classify bad traffic from good traffic.
The steps involved in the competition were data preparation,
feature selection, data cleaning, incorporation of suitable prior
knowledge from domain expert and elucidation of the results
from data mining [4]. The dataset consists of 43 features
per record with 41 features related to the traffic input such
as source and destination IP address and port numbers. The

last two feature being the label and score. The dataset broadly
labels the attack types into four categories. Denial of Service
(DoS), Probe, User to Root (U2R), and Remote to Local
(R2L). Hence there are 5 classes including normal traffic. DoS
attacks block the resources of the target system by creating
congestion in the target network. Probe being the attack type
were the attacker tries to collect information such as scanning
open ports. U2R are privilege escalation types attack to gain
root access from a user access. R2L attack involves unautho-
rized access to from a remote machine such as FTP write,
where the attacks exploits a mis-configuration affecting write
privileges of anonymous records on a FTP server. This dataset
is widely utilized by many ML/DL researchers to validate the
accuracy of their detection algorithm. For example, authors
make use of KDD to design IDS based on neural networks,
Support Vector Machines (SVM) and Ada-Boost [27], [28].

B. CIDDS

The CIDDS was created for anomaly based network IDS.
The CIDDS contains two datasets. For the first dataset they
created labelled flow-based data sets in an emulated small
business environment using OpenStack. The emulated envi-
ronment included e-mail and web servers, and all the traffic
generated by the clients, managers and employees following a
specific pattern. It contains four weeks of unidirectional flow-
based network traffic. The data set encompasses an external
server which was attacked in the internet [29]. For generating
malicious traffic, Denial of Service (DoS), Brute Force attacks
and Port Scans were executed within the network. The second
dataset is a port scan dataset containing two weeks of uni-
directional flow-based network traffic with more normal user
behavior and different port scan attacks [29]. We have used the
first dataset for our simulations. The dataset originally contains
12 features i.e. duration, protocol, source and destination IP
address and ports, packets and bytes count in that duration,
flow count, Type of Service and class. For our simulation study
we considered duration, source and destination port numbers,
packet count, flow count features. There are three categories
in the class field: normal, suspicious and unknown.

VI. RESULTS AND ANALYSIS

A. Imbalanced Data

Fig. 1. Imbalanced distribution of CIDDS and KDD

The distribution of the CIDDS and the KDD dataset is
shown in Fig.1. The two datasets are imbalanced in classes,



and the distribution of the KDD is even less uniform: the two
most dominant classes both have more than 40,000 instances
while the least dominant 16 classes have less than 1,000
instances. Two types of data balancing methods are used:
weight method is used for most classifiers, while the NearMiss
algorithm [30] is used to down-sample the datasets for the NN.

For the CIDDS dataset, DT and RF achieve 100% accu-
racy in the imbalanced and balanced dataset. SVC performs
similar after data balancing, while the LR’s performance
downgrades in the balanced dataset since the weight method
largely increases the weight of the class “unknown”, and
the less-uniform features of this class affect this distance-
based regression’s accuracy. The balanced dataset dramatically
improves the predictive accuracy of NN, as shown in Table I.
This probability-based classifier is sensitive to the distribution
of classes, thus in the result for the imbalanced dataset, the
recall for the class “unknown” is very low due to its low
percentage in all classes. After the data balancing, the recall
for class “unknown” increases from 9% to 98%.

Class Imbalanced Balanced
Prec Rec F1 Prec Rec F1

Normal 0.83 0.50 0.62 0.98 0.98 0.98
Suspicious 0.72 0.95 0.82 0.95 0.67 0.78
Unknown 0.94 0.09 0.16 0.76 0.98 0.86

TABLE I
NN PERFORMANCE IN CIDDS

For the KDD dataset, DT, RF and SVC showed slight
improvement (less than 1%) after the data balancing, while
LR’s performance downgrades heavily from 62% to 1%. This
is due to the same reason mentioned above - the less-uniform
KDD dataset makes LR using these weighted sparse classes
even less accurate. Since there are 9 classes that have less
than 20 instances, the down-sampling cannot be done for the
dominant classes, thus there is no comparison for NN.

B. Feature correlation

To verify the impact of strongly correlated features on the
classifiers, we first check the Pearson’s correlation, shown in
Fig. 2. We picked 4 pairs of strongly correlated features from
the Pearson result (from dark color bins in the figure), with
2 relatively independent features (“flag” and “is host login”)
to test the performance of classifiers, compared to the result
by removing one of the feature from pairs. DT, RF, SVC,
LR and NN all performs at the same level (difference less
than 2%), which means removing part of these strongly
correlated features will not affect the performance, which can
be computationally useful for high dimensional dataset.

In Fig. 3 we use the Shapiro ranking method to find
the distribution of each features. The high value indicates
the feature follows a Gaussian distribution. We also use the
RFECV to find the minimum and the most important features
that preserve the predictive accuracy. These results are used
as a reference for further normalization and feature reduction.

C. Effect of normalization

With feature normalization for KDD dataset, the precision
for the linear techniques such as SVC, LR and SGD increased
for U2R and Probe class of attacks (Fig. 4(b) and Fig. 5(b)).
For the ensemble techniques, such as DT, AB and RF, the
performance were not effected much by normalization as they
are not distance-based. With normalization, the Recall for LR,

Fig. 2. Pearson correlation of KDD features

Fig. 3. Shapiro ranking of KDD features

SGD and NB classifier improved (Fig. 4(a) and Fig. 5(a)).
Normalization, still could not improve the recall for U2R and
L2R attacks since they are scarce in the dataset. Normalization
didn’t improve NN classifier because ReLU [31] is used as
activation function in the hidden layers. Data imbalance in
attack types seems to be one of the probable reason for
low recall even after normalization. We also tested the Z-
score normalization, which is better for outlier detection, but
such normalization degraded the performance of the classifier.
Since, the features does not follow a normal distribution hence,
z-score normalization is not a viable option for scaling. Using
Shapiro ranking, we can select features with normal distri-
bution and utilize z-score normalization. Normalization for
CIDDS dataset, we did not observe much improvement since
the number of continuous features were less. Classification
using normalized dataset were observed to be quite faster
especially in distance-based linear classifier.

D. Impact of feature Reduction

In the CIDDS dataset the five features which we considered
were reduced to two dimension using PCA. Similarly for the
KDD dataset we reduced from 41 to ten dimensions. Fig. 6



(a) (b) (c)

Fig. 4. (a) Recall; (b) Precision; (c) F1 score for KDD Dataset without normalization

(a) (b) (c)

Fig. 5. (a) Recall; (b) Precision; (c) F1 score for KDD Dataset with normalization

shows the projection of features to the dominant orthogonal
space. In most cases, the performance of the classifier reduced
when non-normalized features were used as observed from
Fig. 7. With normalization we improved the performance of
the classifiers with the PCA reduced features (Fig. 8). Further,
we utilized the results from Shapiro ranking, to select 20 top-
ranked features and normalize them. Additionally, we reduced
the dimension of these 20 normalized features with PCA, to
further improve the classifier’s performance as observed from
Fig. 9. It can be observed that DoS, Normal and Probe classes
had their recall values increased for both linear and non-linear
classifiers. Only the performance of the Naive Bayes classifier
degraded for the R2L type intrusions.

Fig. 6. PCA transformation on KDD dataset with classes 0 (DoS), 1 (Normal),
2(Probe), 3 (R2L) and 4 (U2R)

Fig. 7. Recall without normalization and PCA feature reduction

Fig. 8. Recall with normalization and PCA feature reduction

VII. CONCLUSION

Logistic regression is one of the most common classifier
used in the industry for real-time operational application,
however from the experiment we can conclude that the data



Fig. 9. Recall after feature selection with normalization and PCA

balancing cannot improve its performance if the training
dataset is less uniform and the least dominant features are
sparse. Data balancing will benefit the neural network if
improving the predictive accuracy of less dominant classes
is desired. However, neural network is not the must go for
the best classifier for NIDS. Feature correlation helps to
remove some correlations among features which will not affect
the performance, but can be computationally beneficial for
large scale networks with high dimensional feature. From the
experiments, most of the linear classifier were outperformed
by non-linear classifier, but with the use of normalization, we
observed improvement in linear case. This is due to existence
of many discrete features in the KDD dataset, making the
linear models hard to estimate. Additionally, feature ranking
assisted us in selecting features, that will benefit more by
normalization, followed by feature reduction to improve the
accuracy even in linear case.
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